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Abstract: This research examines the complexity of proving the causal link in 

cyber-threatening crimes resulting in victim death, with a specific focus on debt 

collection practices by Fintech Peer-to-Peer (P2P) Lending providers. The central 

issue in this discourse is the difficulty of legally linking psychological pressure 

exerted through digital media to physical outcomes such as death (often in the 

form of suicide). The research method employed is normative legal research with 

statutory and conceptual approaches. The results indicate that the construction of 

causality in conventional criminal law needs to be reassessed through the theory 

of adequacy to address the realities of cybercrime. Aggressive collection practices 

that violate legal norms often serve as a conditio sine qua non for the loss of the 

victim's life. This article concludes that there is an urgent need for policymakers 

to clarify the criteria for corporate and personal criminal liability within the 

fintech ecosystem to counter the fatal impacts of cyber-harassment.  

Keywords: Causality, Cyber-Threatening, Fintech, P2P Lending, Criminal 

Liability 

 

 

Introduction 

Addressing the "paralysis" of criminal law in linking digital threats to physical death, 

this research argues that the approach to causation must no longer be confined to physical 

contact alone (Bagaskara, 2025). In cases of fintech debt collection, we must employ the 

Adequacy Theory (Von Kries). (Marble & Yanakiev, 2020). Juridically, "threatening words 

on a phone screen" are not merely text; they are instruments of assault against an 

individual's honor and psychological state. When a collector engages in doxing 

(disseminating personal data) to all of the victim's contacts, the perpetrator has consciously 

created a condition of extreme social pressure, or "social death". From a legal perspective, if 

the collection methods are objectively deemedaccording to general experience capable of 

causing severe depression, then the causal link between the cyber threat and the victim's 

death is established, even if the victim committed suicide of their own volition (Branzoli & 

Supino, 2020). 

Building upon this repositioning of causation, the argument can be further tested 

using the conditio sine qua non parameter to observe the direct link between the 

perpetrator's actions and the victim's fatal decision (Budisusanto, 2025). Utilizing the "but-

for" test, the reality becomes clear: had there been no cyber threats and massive 
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dissemination of private data by the collector, the victim would not have experienced the 

psychological pressure that led to the decision to end their life. The persistent ambiguity in 

causal construction occurs because law enforcement often severs the chain of causation at 

the moment the victim decides to commit suicide. (Muchamad, 2023). However, in 

cybercrimes, the victim's action is a direct response to the "digital terror" orchestrated by the 

perpetrator. Consequently, perpetrators should not merely be charged under Article 27B of 

the ITE Law regarding threats, but must be brought into the construction of aggravated 

offenses (gequalificeerde delicten), analogous to maltreatment resulting in death (Daeng & 

Levin et al, 2023). 

This construction of aggravated offenses ultimately leads to a fundamental 

conclusion: legal liability must no longer stop at the administrative level or with individual 

collectors, but must reach the realm of substantive corporate criminal liability (Daud & Jaya, 

2022). To date, many P2P Lending providers have only faced administrative sanctions from 

the OJK or minor ITE charges, under the assumption that the collectors were merely "rogue 

elements" or third parties (Manurung, 2025). However, through a robust construction of 

causation, fintech companies can be held criminally liable if they are proven to have a 

collection system that permits or encourages cyber-intimidation. (Najaf, Subramaniam & 

Atayah, 2022). The bridge between the "phone screen" and "physical death" is found in the 

concept of Foreseeability (Suwondo, 2021).  A collector who intensively terrors a victim 

ought to foresee that their actions would permanently damage the victim's mental health. 

Thus, sanctions are no longer sufficient if limited to administrative fines; they must enter 

the realm of substantive criminal law regarding the loss of human life. As a synthesis of the 

aforementioned arguments, it is evident that the juridical courage to link "threats on a 

screen" with the "loss of life" is the primary key to dismantling the impunity previously 

enjoyed by predatory fintech providers (Fitri, 2024). 

Methodology 

This study is conducted using normative legal research, which treats law as a 

cohesive system of norms. (Johan, S. 2022) The primary approach employed to dissect the 

issue is the statute approach, aimed at examining the synchronization of regulations within 

the Indonesian Criminal Code (KUHP), Law No. 1 of 2024 (the Second Amendment to the 

ITE Law), and sectoral regulations under OJK Regulation (POJK) No. 22 of 2023. (Rusadi & 

Benuf, 2020). (Rusadi & Benuf, 2020) To deepen the analysis of causation doctrine, the 

researcher also adopts a conceptual approach, referencing both classical and contemporary 

criminal law doctrines (Williams, 2021). This is further reinforced by a case approach toward 

the phenomenon of aggressive fintech debt collection that has resulted in fatalities in 

Indonesia (Khalbi, Maulani & Monica, 2025). 

All data utilized are sourced from primary legal materials, consisting of statutory 

regulations, as well as secondary legal materials, which include legal literature, academic 

journals, and relevant prior research (Prawira, 2023). Data collection was performed 

through library research, subsequently analyzed qualitatively using deductive logic. 

Through this analytical framework, the researcher connects the general principles of 

causation with the specific facts of cyber-threats to produce a comprehensive juridical 
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construction regarding criminal liability within the digital financial ecosystem (Kritzinger, 

2021). 

This research employs a normative legal method, utilizing a statute approach to 

synchronize Indonesian regulations and a conceptual approach to reconstruct criminal law 

doctrines. The following steps establish the juridical construction of causality : 

1. Identifying Juridical Paralysis 

The first step involves diagnosing the "legal paralysis" in current law enforcement 

regarding cyber-threats. Traditional application of the Conditio Sine Qua Non theory often 

absolves perpetrators because a victim’s suicide is viewed as an intervening act of free will 

that severs the causal chain. 

2. Transitioning to Psycho-Normative Causality 

The analysis shifts from a physical-mechanistic view to a psycho-normative 

approach using Von Kries’ Adequacy Theory. Under this doctrine, an act is a legal cause if 

it objectively possesses a general tendency to produce the fatal result based on human 

experience. Persistent cyber-intimidation and doxing are identified as adequate causes for 

extreme psychological pressure. 

3. Reclassifying Offense Qualifications 

The study reconstructs "threats on a screen" as aggravated offenses (gequalificeerde 

delicten). Rather than treating these cases as mere administrative violations or simple 

threats under Article 27B of the ITE Law, they are positioned as "disguised material 

offenses" where the death is a foreseeable consequence of the digital assault. 

4. Expanding the Scope of Evidence 

To bridge the gap between digital actions and physical death, the doctrinal analysis 

integrates digital evidence with forensic psychology. Digital footprints—such as doxing 

narratives and abnormal call frequencies—are classified as instruments of crime 

(instrumentum delicti) with destructive power equivalent to physical weapons. 

5. Attributing Liability through Corporate Fault 

The final step addresses accountability by applying the doctrines of Vicarious 

Liability and Corporate Fault. If a fintech provider designs a system or sets targets that 

encourage intimidatory collection, the corporation possesses an organizational mens rea 

(guilty mind) and must be held criminally liable for the fatal outcomes. 

In analyzing this juridical construction of causality, the researcher applies three 

primary interpretative methods to address normative gaps and legal ambiguities : 

• Systematic Interpretation links various regulations cohesively by aligning Article 27B of 

the ITE Law regarding digital threats with National Criminal Code (KUHP) offenses 

related to the loss of life. Through this method, violations of debt collection ethics in OJK 

Regulation (POJK) No. 22 of 2023 are no longer viewed as mere administrative breaches 

but as the fundamental causa triggering substantive criminal liability. 



Indonesian Journal of Law and Justice Volume: 3, Number 3, 2026 4 of 11 

 

 

https://journal.pubmedia.id/index.php/lawjustice 

• Teleological Interpretation is utilized to explore the purpose of the law in providing 

genuine protection for consumers within the digital ecosystem against the phenomenon 

of "social death" resulting from doxing. This method directs the law to evolve from a 

physical-mechanistic approach toward a psycho-normative approach, ensuring that 

justice prevails amidst the reality of digital terror that empirically triggers fatal impulses 

in victims. 

• Comparative Interpretation is conducted by dissecting the doctrinal differences between 

the rigid Conditio Sine Qua Non theory and Von Kries' Adequacy Theory to find the most 

relevant causality parameters for cybercrimes. Furthermore, this method compares 

individual liability with the doctrines of Vicarious Liability and Corporate Fault to prove 

the existence of an organizational mens rea in fintech corporations that facilitate 

intimidatory collection systems. 

The argument construction in this study follows a deductive logical flow that connects 

abstract legal theories with the empirical reality of cybercrimes. The logical stages are as 

follows : 

1. Major Premise: Reconstruction of Causality Doctrine 

• Paradigm Shift: The argument begins by asserting that the doctrine of causation must 

shift from a physical-mechanistic approach to a psycho-normative approach. 

• Adoption of Adequacy Theory: Utilizing Von Kries’ Adequacy Theory, an act is legally 

considered a cause if it objectively possesses a general tendency to produce a fatal 

result according to reasonable human experience. 

• Foreseeability: A collector who intensively terrors a victim ought to foresee that their 

actions would permanently damage the victim's mental health or lead to a fatal 

outcome. 

2. Minor Premise: Empirical Reality of Digital Terror 

• Instruments of Crime (Instrumentum Delicti): Threatening words on a phone screen 

are not merely text but are instruments of assault against an individual's honor and 

psychological state. 

• The "Social Death" Phenomenon: Doxing and the massive dissemination of private 

data create a condition of extreme social pressure that empirically triggers severe 

depression and fatal impulses. 

• Factual Causality: Based on the conditio sine qua non parameter, had there been no 

cyber-threats and dissemination of private data, the victim would not have 

experienced the psychological pressure leading to the decision to end their life. 

3. Synthesis: Offense Qualification and Liability 

• Aggravated Offenses (Gequalificeerde Delicten): Cyber-threatening resulting in death 

must be qualified as an aggravated offense, analogous to physical maltreatment 

resulting in death, rather than a minor ITE charge. 

• Corporate Criminal Liability: Legal liability must extend beyond individual collectors 

to fintech corporations through the doctrines of Vicarious Liability and Corporate 

Fault if the company permits or encourages intimidatory systems. 

4. Juridical Conclusion: Regulatory Harmonization and Justice 
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• Evidence Integration: Proving psychological causality requires integrating digital 

evidence with forensic psychological testimony through a "psychological autopsy" 

approach. 

• Ultimate Objective: The juridical courage to link "threats on a screen" with the "loss of 

life" is the primary key to dismantling impunity for predatory fintech providers and 

ensuring justice in the digital economy. 

Result and Discussion 

Causality Theory Analysis in Cyberspace: Shifting from Physical to Psycho-Normative 

The research results indicate that the legal paralysis in prosecuting cyber-threatening 

perpetrators stems from an overly rigid application of causality theory. In conventional 

criminal law, prosecutors often rely on the Conditio Sine Qua Non theory, where every 

factor is deemed a cause. However, in fintech debt collection cases leading to suicide, this 

theory frequently absolves the perpetrator because the victim's conscious act of ending their 

life is viewed as an intervening cause that breaks the causal chain. Therefore, this study 

proposes a reconstruction through Von Kries’ Adequacy Theory. Based on this theory, an 

act is considered a cause if it objectively possesses a general tendency to produce such a 

result. In the context of fintech collection, persistent intimidation, doxing (disseminating 

personal data to relatives), and the digital degradation of dignity have empirically proven 

capable of creating extreme psychological pressure. Juridically, such cyber-threats must be 

viewed as an adequate cause for the victim’s fatal decision. 

Critical Study of P2P Lending Debt Collection and Offense Qualification 

(Laia, 2025). Debt collection practices by rogue elements or third-party agents often 

exceed the boundaries set by the ITE Law and OJK Regulation No. 22 of 2023. The research 

finds a legal loophole where perpetrators are merely charged under Article 27B paragraph 

(1) of Law No. 1 of 2024 concerning threats. Yet, considering the resulting impact (death), 

these acts should be classified as offenses aggravated by their results (gequalificeerde 

delicten). The appropriate juridical construction is to position cyber-threats as "disguised 

material offenses." The victim’s death is not a coincidence but a foreseeable consequence 

when the perpetrator launches a massive psychological assault. Law enforcement must 

begin utilizing psychological autopsy approaches to prove that without the digital pressure 

from the fintech party, the victim would have had no motive for such a fatal act. Thus, 

criminal sanctions should no longer be limited to fines or short-term imprisonment but 

should be equated with crimes against human life (Maknun, 2024). 

Corporate Criminal Liability and Vicarious Liability 

The discussion further addresses accountability. Often, fintech companies hide 

behind the status of "rogue" collectors or third-party agents. However, through a 

reconstructed doctrine of causality, corporations can be held liable via Vicarious Liability 

and Corporate Fault doctrines. If a company provides the system or permits threatening 

collection methods to operate for the sake of meeting collection targets, the corporation is 
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legally deemed to possess organizational mens rea (guilty mind). Juridical causality 

links repressive corporate policies to the field actions of collectors, which ultimately results 

in the victim's death. This demands law enforcement that targets not only the individual 

executors but also the business entities that facilitate such practices. 

Transformation of Digital Evidence in Proving Psychological Causality 

A crucial challenge in implementing this juridical construction lies in the aspect of 

proof (bewijslevering). In conventional criminal procedure, evidence of death is usually 

based on a physical visum et repertum. However, in deaths resulting from cyber-threats, an 

expansion of the meaning of evidence is required by integrating digital evidence with 

forensic psychological testimony. Digital footprintssuch as recordings of intimidatory 

messages, abnormal call frequencies, and narratives of public shamingconstitute material 

evidence showing an assault on the victim's mental state. Through a scientific crime 

investigation approach, the causal link can be proven by demonstrating the escalation of the 

victim's psychological distress recorded in their digital behavior shortly before death. Law 

enforcement must no longer view digital evidence partially as a communication tool, but as 

an instrument of crime (instrumentum delicti) with destructive power equivalent to 

physical weapons. 

The Urgency of Regulatory Harmonization: ITE Law, Criminal Code, and OJK 

Regulations 

The analysis reveals regulatory overlaps and gaps often exploited by P2P Lending 

providers. Although OJK Regulation No. 22 of 2023 strictly prohibits collection involving 

threats and intimidation, the sanctions remain predominantly administrative. Conversely, 

the ITE Law focuses on information transmission but does not yet specifically address 

cyber-delicts causing fatalities. Consequently, this juridical construction demands penal 

policy harmonization. Law enforcement must not stop at the revocation of business licenses 

by the OJK but must proceed to substantive criminal law by linking the violation of 

collection procedures as the primary cause (causa) of the threat to the consumer's life. This 

harmonization is essential to prevent a disconnection between consumer protection in the 

financial services sector and the human right to life in cyberspace. 

 

Fintech Debt Collection Violation Statistics 

Based on consumer protection data trends in the financial services sector, there has 

been a significant increase in categories involving unethical debt collection behavior. 

Table 1. Categories involving unethical debt collection behavior 

Violation Category Form of Action Psychological/Physical Impact 

Cyber-Harassment Threats of violence, insults, and intimidation 

via instant messaging (WhatsApp/SMS). 

Trauma, excessive anxiety, and 

depression. 

Doxing Dissemination of personal data or photos to all 

of the debtor’s phone contacts. 

Social Death (social isolation), job loss, 

and loss of dignity. 
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Physical Intimidation Threats to visit the debtor’s residence or 

workplace publicly. 

Extreme fear triggering fatal impulses 

(suicide). 

Regulatory Framework (Juridical Data) 

The following is a comparison of existing sanctions, which serves to critique the 

current "legal paralysis" in addressing these cases: 

Table 2. Serves to critique the current "legal paralysis" in addressing these cases 

Regulation Violation Focus Primary Sanction Legal Loopholes 

UU ITE (Art. 27B) Transmission of 

threats/extortion 

Imprisonment / Fines Does not yet cover fatalities as a direct 

consequence. 

POJK 22/2023 Debt collection 

ethics & data 

protection 

Administrative 

(Warnings / 

Revocation of 

License) 

Does not address criminal liability 

regarding loss of life. 

National Criminal Code 

(KUHP) 

Crimes against 

life/physical 

integrity 

Imprisonment Difficulty in proving cyber-physical 

causality without theoretical 

reconstruction. 

 

Discussion 

This study reveals that law enforcement regarding deaths resulting from fintech debt 

collection in Indonesia is currently in a state of "juridical paralysis". These findings hold 

broad significance, both theoretically within the doctrine of criminal law and practically for 

digital consumer protection policies. 

 

Transcending the Limits of Physical-Mechanistic Causation 

The primary significance of this study is the urgent need to reposition the doctrine of 

causation. Juridical ambiguity persists because prosecutors and judges often remain 

tethered to a rigid application of the Conditio Sine Qua Non theory. In the traditional view, 

a victim's decision to end their life is regarded as an intervening act of free will that severs 

the causal chain from the perpetrator. However, this research demonstrates that in the cyber 

ecosystem, the victim’s action is not an isolated event but a direct response to the "digital 

terror" orchestrated by the collector. By employing Von Kries’ Adequacy Theory, this study 

offers a new interpretation: threatening words on a phone screen must be viewed as 

instruments of assault against honor and psychological well-being. Objectively, practices 

such as doxing and continuous intimidation are adequate causes that are foreseeable to 

result in severe depression and, ultimately, fatality. 

 

Validation of Digital Instruments and "Social Death" 

This study confirms the proposition that cyber-attacks can produce tangible physical 

outcomes through extreme psychological pressure. The phenomenon of social 

deathresulting from the dissemination of private data to a debtor's entire contact listis a 

form of massive destruction of human dignity. Data trends indicate that cyber-harassment 

and doxing empirically trigger trauma and excessive anxiety. Consequently, digital 

evidence such as recorded intimidatory messages must not be viewed merely as 
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communication tools but as instrumentum delicti (instruments of crime) with destructive 

power equivalent to physical weapons. 

Practical Consequences for Criminal Liability 

Practically, these findings demand a shift in the qualification of offenses. Law 

enforcement should no longer rely solely on Article 27B of the ITE Law, which carries 

relatively light sanctions. The more appropriate juridical construction is to classify these acts 

as aggravated offenses (gequalificeerde delicten) due to the fatal consequences. 

Furthermore, this discussion emphasizes the doctrines of Vicarious Liability and Corporate 

Fault. Fintech companies often attempt to evade responsibility by blaming "rogue" agents 

or third parties. However, if a corporation provides the system or sets targets that indirectly 

encourage intimidatory practices, the entity possesses an organizational mens rea and must 

be held liable for substantive criminal acts, moving beyond mere administrative fines from 

the OJK. 

 

The Urgency of Justice in the Digital Era 

 Ultimately, this issue is crucial as it concerns the protection of the right to life within 

cyberspace. Failing to link "threats on a screen" to the "loss of life" perpetuates impunity for 

predatory fintech providers. Juridical courage and the harmonization of penal policy are 

required to ensure that sanctions address the loss of human life, allowing the law to retain 

its essence of justice in the digital economy era. 

 

Comparative Doctrinal Analysis 

Traditional criminal law widely applies the Conditio Sine Qua Non theory. This 

theory treats all contributing factors equally. It fails to address digital ecosystems effectively 

because courts view a victim's suicide as an independent act. Von Kries’ Adequacy Theory 

provides a more precise legal framework. It measures the objective tendency of an act to 

cause a specific result. The Conditio Sine Qua Non theory relies on rigid physical links. 

Conversely, the Adequacy Theory successfully evaluates the severe psychological impacts 

of persistent cyber-intimidation. This doctrinal comparison validates the urgent need to 

shift from physical-mechanistic causality to psycho-normative causality. 

 

Policy Implications 

Policymakers must immediately revise existing digital consumer protection 

frameworks. Currently, the Financial Services Authority (OJK) relies predominantly on 

administrative sanctions for unethical debt collection. The government must explicitly 

criminalize lethal debt collection practices. Legislators should harmonize the Information 

and Electronic Transactions (ITE) Law with the National Criminal Code (KUHP). This 

regulatory harmonization ensures prosecutors can charge fintech companies under the 

Corporate Fault doctrine. Furthermore, law enforcement agencies must legally recognize 

digital footprints as direct instruments of crime rather than mere communication tools. 

 

Research Limitations 
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This study primarily utilizes normative legal research. It relies heavily on statutory 

frameworks and conceptual approaches to build the causality argument. Consequently, the 

research lacks extensive quantitative data regarding victim psychology. It does not 

comprehensively analyze court rulings because prosecutors rarely bring these specific 

aggravated charges to trial. Additionally, the scope focuses strictly on the Indonesian legal 

and regulatory context, limiting its direct applicability to foreign jurisdictions. 

 

Future Research Directions 

Future researchers should conduct empirical socio-legal studies to validate these 

findings. Scholars need to analyze the exact psychological mechanisms linking cyber-threats 

to suicide using primary clinical data. Researchers must also explore international 

comparative law to evaluate how other jurisdictions handle fintech corporate criminal 

liability. Subsequent studies should examine the role of artificial intelligence in automating 

debt collection intimidation and its implications for legal accountability. 

 

Conclusion 

(Stern, Makinen & Qian, 2017). Based on the analysis and discussion presented above, 

this research concludes two fundamental points. First, the legal paralysis in linking cyber-

threats to a victim’s death can be overcome by reconstructing the doctrine of causation, 

shifting from a physical-mechanistic approach to a psycho-normative approach. By 

employing the Adequate Theory, fintech debt collection practices that are intimidating and 

dignity-destroying (such as doxing) must be classified as an adequate cause for a victim’s 

fatal decision; this is because the resulting psychological impact is objectively foreseeable to 

lead to fatality (Sulastri & Janssen, 2023). 

(Sunardi & Purwana, 2022). Second, the juridical construction of criminal liability must 

not be confined to administrative sanctions or minor threat offenses under the ITE Law. Law 

enforcement needs to apply the qualification of aggravated offenses (gequalificeerde 

delicten) and extend liability to the corporate level through the doctrine of Vicarious 

Liability. This is crucial to ensure fintech companies are held accountable for the debt 

collection ecosystems they create. Without the juridical courage to bridge the gap between 

"threats on a screen" and the "loss of life," law enforcement in the digital economy era will 

continue to lose its essence of justice (Suryono, Budi & Purwandari, 2021). 
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