
 

 
 

 

 

 

Indonesian Journal of Law and Justice Volume: 3, Number 3, 2026, Page: 1-11 

 

 

 

https://journal.pubmedia.id/index.php/lawjustice 

Consumer Protection in Digital Transactions: An Analysis 

of Regulatory Effectiveness from Legal and Economic 

Perspectives 

Ermini, Ramanata Disurya, Layang Sardana, Sri Husnulwati, Suryati* 

Universitas PGRI Palembang 

Abstract: This study aims to analyze the effectiveness of consumer protection 

regulations in digital transactions in Indonesia from both legal and economic 

perspectives. Using a qualitative descriptive method through a library research 

approach, the study explores relevant laws, government regulations, academic 

publications, and institutional reports. Data were collected through literature 

review and document analysis, followed by thematic and inductive 

interpretation to identify patterns related to legal enforcement, regulatory gaps, 

and market efficiency. The findings indicate that while Indonesia’s regulatory 

framework—comprising Law No. 8 of 1999 on Consumer Protection, Law No. 11 

of 2008 on Electronic Information and Transactions, Government Regulation No. 

80 of 2019 on Electronic Trade, and Law No. 27 of 2022 on Personal Data 

Protection—is normatively comprehensive, its implementation remains weak. 

The study reveals persistent issues such as overlapping institutional authority, 

limited enforcement capacity, low consumer literacy, and minimal compliance 

incentives for digital business actors. From an economic standpoint, these 

weaknesses contribute to high transaction costs, information asymmetry, and 

inefficiency in e-commerce markets. The research underscores the need for 

adaptive, harmonized, and incentive-based regulatory mechanisms to foster a 

safer and more transparent digital marketplace. It concludes that strengthening 

inter-agency coordination, enhancing consumer awareness, and promoting 

digital ethics are crucial to achieving sustainable consumer protection in 

Indonesia’s growing digital economy. 

Keywords: Consumer Protection, E-Commerce, Digital Regulation, Legal 

Enforcement, Economic Analysis

Introduction 

The digital transformation of global trade has reshaped the landscape of consumer 

transactions, particularly in the digital marketplace. Indonesia, one of the fastest-growing 

digital economies in Southeast Asia, has witnessed a rapid expansion in online transactions, 

driven by increased internet penetration and the proliferation of e-commerce platforms. 

According to recent studies, this surge in digital trade has simultaneously created new 

opportunities and challenges in ensuring effective consumer protection (Dzuhriyan et al, 

2025) (Kharisma et al, 2025). As more consumers engage in electronic commerce, the 

complexity of maintaining legal certainty, data privacy, and fair competition intensifies, 

highlighting the urgency of assessing the effectiveness of existing regulatory frameworks. 
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The importance of consumer protection in digital transactions stems from the 

asymmetry of information between business actors and consumers. In the online 

marketplace, consumers are often disadvantaged by a lack of transparency, deceptive 

advertising, and unequal bargaining power. The increasing number of fraud cases, data 

breaches, and disputes underscores the limitations of Indonesia’s existing consumer 

protection laws (Alamsyah & Hasibuan, 2025) (Andikatama & Turisno, 2024). These 

challenges necessitate a comprehensive evaluation of the legal and economic mechanisms 

that underpin digital consumer protection. 

Despite the enactment of foundational laws such as the Consumer Protection Law 

(Law No. 8 of 1999) and the Information and Electronic Transactions Law (Law No. 11 of 

2008), enforcement remains weak, and regulatory adaptation to technological change is 

slow. Studies indicate that weak implementation and fragmented oversight are key factors 

behind the persistent vulnerability of consumers in digital transactions (Moeslim et al, 2025) 

(Pratama et al, 2025). The regulatory lag has widened the gap between policy formulation 

and market realities, creating inefficiencies that diminish consumer trust in digital markets. 

From an economic perspective, effective consumer protection fosters a healthy 

market environment by reducing transaction costs and promoting fair competition. When 

regulations fail to deter misconduct or create economic incentives for compliance, the 

market experiences inefficiencies that affect both consumers and businesses (Kurniawan, 

2024). Weak regulation not only reduces consumer confidence but also discourages 

investment in the e-commerce sector due to legal uncertainty. 

The digital economy’s transnational nature further complicates consumer protection. 

Cross-border transactions introduce jurisdictional ambiguities and raise questions about the 

enforcement of rights across legal systems (De Elizalde, 2025) (Homonai, 2024). This 

underscores the need for harmonized legal frameworks that align national laws with global 

standards. Indonesia’s adoption of the Personal Data Protection Law (Law No. 27 of 2022) 

represents a significant step in this direction, but challenges remain in implementation and 

compliance. 

The persistent rise in consumer complaints and data-related violations reveals the 

inefficiency of current dispute resolution mechanisms. While institutions such as the 

Consumer Dispute Settlement Agency (BPSK) exist, they are often ill-equipped to handle 

digital or cross-border disputes effectively (Mariam & Rantung, 2025) (S et al, 2025). The 

absence of a robust Online Dispute Resolution (ODR) system exacerbates delays and limits 

access to justice for consumers. 

In addition to legal inadequacies, consumer literacy remains a critical barrier to 

effective protection. Studies reveal that many consumers are unaware of their rights and the 

proper mechanisms for filing complaints (Aulia, 2023) (Azi et al, 2024). Low levels of digital 

and legal literacy diminish the capacity of consumers to safeguard themselves, thus 

perpetuating exploitative practices by unscrupulous business actors. 

Economic theory suggests that information asymmetry and transaction costs are 

central to understanding regulatory effectiveness. When consumers cannot accurately 
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assess product quality or the reliability of sellers, markets tend toward inefficiency and 

welfare loss. Effective regulations mitigate these failures by ensuring transparency, 

accountability, and equitable access to information (A. Maharani & Dzikra, 2021). Therefore, 

consumer protection serves both legal and economic functions—preserving justice while 

enhancing market efficiency. 

However, the dynamic nature of technology often outpaces legal reform. Emerging 

technologies such as artificial intelligence, live commerce, and blockchain introduce new 

risks that are not adequately addressed by existing regulations (Harianti et al, 2024). The 

government’s ability to adapt regulations to these rapid changes determines the long-term 

sustainability of consumer trust and market stability. 

Furthermore, enforcement remains the weakest link in Indonesia’s regulatory 

system. Limited institutional coordination among agencies such as the Ministry of Trade, 

the Ministry of Communication and Information, and the Financial Services Authority leads 

to overlapping mandates and inefficiencies (Alamsyah & Hasibuan, 2025) (Kharisma et al, 

2025). Without strong interagency cooperation and consistent monitoring, regulatory 

frameworks remain ineffective in curbing digital consumer abuses. 

The lack of economic incentives for compliance also undermines regulatory goals. 

When sanctions for violations are minimal and enforcement infrequent, business actors find 

it more profitable to disregard the law (Pratama et al, 2025). This imbalance distorts market 

competition and creates moral hazards, where dishonest behavior goes unpunished, further 

eroding consumer confidence. 

At the same time, Indonesia’s growing participation in the global digital economy 

demands stronger alignment with international legal standards. Regional integration 

through frameworks like ASEAN and the influence of the EU’s Digital Services Act and 

General Data Protection Regulation (GDPR) demonstrate the value of cross-border 

harmonization in strengthening consumer rights (De Elizalde, 2025). Indonesia’s regulatory 

development must therefore evolve within a global context to remain competitive and 

credible. 

The current discourse highlights a dual perspective: from the legal standpoint, 

consumer protection ensures fairness and justice, while from the economic standpoint, it 

promotes efficiency and trust in digital markets. The intersection of these two perspectives 

creates an analytical framework for evaluating the effectiveness of Indonesia’s regulatory 

system in safeguarding digital consumers. 

This article seeks to analyze the effectiveness of consumer protection regulations in 

digital transactions from both legal and economic perspectives. It aims to identify gaps in 

existing frameworks, evaluate the practical challenges of implementation, and propose 

recommendations for enhancing regulatory efficiency. The discussion contributes 

theoretically to the understanding of legal-economic synergy in consumer protection and 

practically to the improvement of Indonesia’s e-commerce governance. 

Ultimately, strengthening consumer protection in digital transactions is not merely a 

legal necessity but an economic imperative. A transparent, adaptive, and enforceable 
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regulatory system will foster consumer confidence, promote fair competition, and sustain 

Indonesia’s digital economic growth. This study aspires to provide a holistic view of these 

dynamics and offer actionable insights for policymakers, businesses, and academics alike. 

 

Methodology 

This study employs a qualitative research design with a descriptive approach 

through library research (studi pustaka). The qualitative-descriptive framework is chosen 

because it allows for an in-depth and contextual exploration of the legal and economic 

dimensions of consumer protection in digital transactions. This approach focuses on 

understanding phenomena rather than testing hypotheses, making it particularly suitable 

for examining regulatory effectiveness and conceptual relationships between law, 

technology, and economics (Bingham, 2023) (Pratt, 2025). By applying a descriptive lens, 

this research emphasizes systematic, logical, and transparent exploration of existing 

knowledge and regulatory frameworks. 

The data sources used in this study consist of secondary data, including academic 

journals, books, official legal documents, and regulatory reports relevant to consumer 

protection in digital commerce. These materials include key legal instruments such as Law 

No. 8 of 1999 on Consumer Protection, Law No. 11 of 2008 on Electronic Information and 

Transactions, and Law No. 27 of 2022 on Personal Data Protection. In addition, this study 

draws from peer-reviewed research discussing consumer law, e-commerce policy, and 

regulatory analysis from both domestic and international perspectives (Bandaranayake, 

2024) (Granikov et al, 2020) (Jimenez et al, 2024) (Togia & Malliari, 2017). These sources 

provide a comprehensive foundation for understanding the multidimensional aspects of 

consumer protection in Indonesia’s digital economy. 

The data collection technique employed in this study involves systematic literature 

review and document analysis. The process includes identifying and selecting scholarly 

works that meet inclusion criteria—namely, sources published between 2015 and 2025, peer-

reviewed, and directly related to the research topic. Exclusion criteria include sources that 

lack academic credibility, outdated legal interpretations, or speculative opinions without 

empirical support. Literature selection is guided by relevance, recency, and authority to 

ensure theoretical rigor and practical relevance (Abraham & P, 2024) (Doyle, 2019). Through 

this approach, the research ensures that every source meaningfully contributes to the 

discourse on consumer regulation effectiveness. 

The data analysis procedure follows a structured and iterative process comprising 

four key stages: (1) data identification, where themes and patterns relevant to legal and 

economic dimensions are recognized) ((2) data reduction, involving the selection and 

refinement of essential concepts) ((3) categorization, which organizes data into conceptual 

frameworks (e.g., regulatory challenges, enforcement effectiveness, consumer literacy)) 

(and (4) inductive conclusion drawing, which synthesizes insights into coherent 

interpretations (Belotto, 2018) (Bingham, 2023). This analytic framework allows the 
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researcher to move from textual data toward theoretical generalization in a transparent and 

replicable manner. 

To ensure the validity and reliability of findings, the study applies triangulation of 

sources by cross-referencing multiple academic works and regulatory documents. Peer-

reviewed materials were prioritized to enhance conceptual credibility. Additionally, 

intertextual comparison among scholarly studies and government reports helps confirm 

consistency and reduce interpretive bias (Fife & Gossner, 2024) (Vila-Henninger, 2022). The 

systematic audit trail of literature selection and analysis enhances transparency and 

trustworthiness, which are essential for qualitative rigor (Kalpokaite & Radivojevic, 2018). 

In conclusion, this methodological framework aligns with the article’s objective to 

critically examine the effectiveness of consumer protection regulations in digital 

transactions from legal and economic perspectives. The qualitative-descriptive approach, 

supported by library-based inquiry and rigorous analytical stages, enables a comprehensive 

understanding of both normative and empirical aspects of consumer regulation. By 

combining doctrinal and economic analysis, the study offers valid and accountable findings 

that contribute to theoretical discourse and policy recommendations relevant to Indonesia’s 

evolving digital economy (Bandaranayake, 2024) (Bingham, 2023) (Pratt, 2025). 

 

Result and Discussion 

The study reveals that Indonesia possesses a comprehensive legal framework for 

consumer protection in digital transactions. Core instruments such as Law No. 8 of 1999 on 

Consumer Protection, Law No. 11 of 2008 on Electronic Information and Transactions, 

Government Regulation No. 80 of 2019 on Electronic Trade, and Law No. 27 of 2022 on 

Personal Data Protection collectively form a strong normative foundation. Nevertheless, 

implementation and enforcement remain weak, resulting in persistent consumer 

vulnerability to fraud, data misuse, and contractual unfairness (Dzuhriyan et al, 2025) 

(Kharisma et al, 2025) (Rosidah & Karjoko, 2025). The lack of inter-agency coordination and 

limited public awareness continue to hamper the effectiveness of these regulations. 

Empirical and literature-based analyses indicate several primary challenges. First, 

there exists a significant gap between regulatory intent and practical enforcement. Although 

the regulations are normatively sufficient, their effectiveness is undermined by overlapping 

authorities among ministries and weak institutional monitoring (Alamsyah & Hasibuan, 

2025) (Mariam & Rantung, 2025). Second, consumer digital literacy remains low, limiting 

consumers’ ability to recognize and exercise their rights. This is evident from the high 

number of unresolved complaints and the absence of efficient online dispute resolution 

mechanisms (Fathni & Najwan, 2025) (Taufiek et al, 2023). 

From a legal-economic standpoint, the research demonstrates that the economic 

efficiency of consumer protection policies remains suboptimal. The study’s synthesis shows 

that high transaction costs, information asymmetry, and low compliance incentives are 

dominant problems in Indonesia’s e-commerce environment. 
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Table 1. (adapted below) highlights these structural weaknesses: 

Economic Challenge Description Regulatory Impact 

Information Asymmetry 

Sellers possess superior knowledge 

regarding goods and platforms, while 

consumers rely on limited data and 

misleading reviews 

Creates market inefficiency and 

erodes trust 

Transaction Costs 
Consumers face high refund, return, and 

complaint costs 
Reduces overall market welfare 

Low Compliance 

Incentives 

Sanctions are minimal compared to the 

benefits of non-compliance 

Encourages opportunistic 

behavior by businesses 

Source: Synthesized from Kharisma et al, 2025) (Rosidah & Karjoko, 2025) (Taufiek et al, 2023) 

In addition to structural inefficiencies, the study identifies three key constraints in 

policy implementation: (1) weak legal enforcement mechanisms, (2) limited regulatory 

adaptability to technological innovation, and (3) inadequate consumer empowerment. 

These issues have made it difficult for regulations to evolve in tandem with emerging 

technologies such as artificial intelligence and blockchain (Habibah, 2024) (R. Maharani & 

Prakoso, 2024). As a result, cross-border e-commerce disputes and privacy violations remain 

inadequately addressed (Alamsyah & Hasibuan, 2025) (Tusyadiah et al, 2024). 

Comparative analysis with previous studies also highlights a discrepancy in 

institutional capacity. While earlier regulations focused primarily on protecting consumers 

through statutory provisions, recent literature emphasizes the importance of economic 

instruments—such as tax incentives, trust certification, and compliance-based rewards—to 

encourage business actors to adhere to legal obligations (Rosidah & Karjoko, 2025) (Taufiek 

et al, 2023). In contrast to earlier frameworks that relied heavily on deterrence through 

sanctions, the new paradigm seeks to balance enforcement with economic motivation. 

Furthermore, studies reviewed in this research collectively underline the importance 

of harmonizing domestic regulations with international standards. Weak integration 

between domestic and cross-border regulatory frameworks leads to ambiguity in handling 

transnational e-commerce disputes (Habibah, 2024) (Tusyadiah et al, 2024). The findings 

suggest that adopting global best practices—such as the General Data Protection Regulation 

(GDPR) model—can improve Indonesia’s regulatory resilience in protecting digital 

consumers. 

In summary, this study finds that while Indonesia has made significant progress in 

formulating comprehensive legal instruments, regulatory effectiveness remains constrained 

by poor enforcement, weak coordination, and limited economic incentives. To strengthen 

consumer trust and promote sustainable e-commerce growth, the study recommends the 

following: 

1. Strengthening legal enforcement with tiered sanctions and compliance monitoring 

mechanisms. 
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2. Enhancing consumer digital literacy and advocacy through formal education and 

government programs. 

3. Developing Online Dispute Resolution (ODR) systems to streamline cross-border 

complaint handling. 

4. Providing economic incentives (e.g., trustmark certification) to compliant platforms. 

5. Promoting multi-stakeholder collaboration between regulators, businesses, and civil 

society to create an equitable and adaptive regulatory environment. 

 

Discussion 

The findings from the reviewed literature reveal that Indonesia’s legal framework for 

consumer protection in digital transactions, while normatively robust, still faces critical gaps 

in enforcement, harmonization, and adaptation. From a legal perspective, the 

implementation of consumer protection regulations—such as Law No. 8 of 1999 (Consumer 

Protection), Law No. 11 of 2008 (Electronic Information and Transactions), Government 

Regulation No. 80 of 2019 (PMSE), and Law No. 27 of 2022 (Personal Data Protection)—has 

not yet achieved substantive justice or deterrence (Azi et al, 2024) (Putri et al, 2025). These 

findings reinforce the argument that the mere presence of regulation is insufficient without 

effective supervision, sanctions, and public awareness mechanisms. 

In the context of economic efficiency, the results show that regulatory inefficiencies 

stem from high transaction costs, information asymmetry, and low compliance incentives 

among business actors (Kurniawan, 2024). From the law and economics perspective, an 

efficient regulation should minimize transaction costs while maximizing social welfare. 

However, Indonesia’s current regulatory design still fails to generate sufficient deterrent 

effects because the costs of non-compliance remain lower than those of compliance. 

Consequently, many digital business actors continue to disregard consumer rights without 

facing meaningful legal consequences. 

The results also indicate that data privacy and dispute resolution are major 

weaknesses within Indonesia’s consumer protection system. The lack of cross-institutional 

coordination among the Ministry of Trade, the Ministry of Communication and 

Information, and the Financial Services Authority has caused jurisdictional overlaps and 

regulatory disharmony (Hadiwijoyo, 2021) (A. Maharani & Dzikra, 2021). Moreover, 

enforcement against data breaches and fraudulent practices remains inconsistent. While the 

Personal Data Protection Law establishes a formal legal basis for privacy, its institutional 

implementation—especially related to digital business platforms—remains partial and 

fragmented. 

Theoretically, these challenges can be analyzed through regulatory theory and 

economic deterrence models. From the regulatory theory lens, the failure of implementation 

reflects an imbalance between command-and-control mechanisms (sanctions and 

supervision) and market-based instruments (economic incentives and trustmarks). 

Meanwhile, economic deterrence theory suggests that rational business actors weigh 

potential penalties against the benefits of violations. Weak sanctions and the absence of real-
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time monitoring systems explain why compliance rates remain low (Paryadi, 2018). In short, 

current regulations have not reached the equilibrium between legal enforcement and 

economic rationality. 

The comparative analysis also highlights the gap between regulatory expectations 

and technological realities. The dynamic nature of digital commerce, including AI-driven 

marketing and live-commerce ecosystems, evolves faster than the law can adapt (Putri et al, 

2025) (Silviasari, 2020). These technological shifts demand flexible and adaptive governance 

mechanisms rather than static normative frameworks. Without such adaptability, Indonesia 

risks regulatory obsolescence that could hinder consumer trust and stifle innovation in the 

digital marketplace. 

However, the literature also identifies supportive factors that could enhance future 

regulatory effectiveness. First, institutional harmonization—particularly between Kominfo, 

Kemendag, and OJK—could improve coordination in monitoring and enforcement. Second, 

Online Dispute Resolution (ODR) mechanisms, if integrated with the National Consumer 

Protection Agency (BPKN), could drastically reduce consumer transaction costs and 

accelerate conflict resolution. Third, economic incentives, such as digital trust certification 

and tax benefits for compliant enterprises, could strengthen voluntary compliance among 

e-commerce platforms. 

Nevertheless, several limitations constrain current research. Most studies rely on 

normative and qualitative methods without quantitative validation of regulatory impacts. 

Empirical data on cost-benefit analysis or economic modeling of compliance behavior 

remain scarce. Moreover, institutional transparency regarding data on consumer disputes 

is limited, making comparative assessment challenging. Future research should integrate 

behavioral law and economics approaches, combining qualitative interpretation with 

econometric modeling to measure the actual deterrent and welfare impacts of consumer 

protection policies. 

In sum, this analysis contributes to the academic discourse by bridging law and 

economics perspectives on consumer protection in Indonesia’s digital ecosystem. It 

highlights that an effective regulatory framework must align legal certainty with market 

efficiency, supported by strong enforcement, technological adaptability, and inter-agency 

synergy. The implications extend beyond legal doctrine—into economic governance and 

policy reform—underscoring the urgent need for adaptive, data-driven, and incentive-

based regulation in Indonesia’s evolving digital market. 

 

Conclusion 

This qualitative study concludes that Indonesia’s regulatory framework for 

consumer protection in digital transactions—comprising Law No. 8 of 1999, Law No. 11 of 

2008, Government Regulation No. 80 of 2019, and Law No. 27 of 2022—is normatively 

comprehensive but remains practically ineffective due to weak enforcement, fragmented 

institutional coordination, and low consumer digital literacy. These findings highlight that 

the intersection of legal and economic inefficiencies constrains consumer trust and market 
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performance within Indonesia’s e-commerce ecosystem. To address these gaps, stronger 

enforcement mechanisms, integrated Online Dispute Resolution (ODR) systems, and 

enhanced public awareness are necessary to foster trust and ensure compliance. For 

policymakers, this implies a need for coherent regulatory synergy and tiered sanctions, 

while business actors should adopt transparent data governance and digital trustmark 

certification to enhance credibility. Academically, the study advances the law-economics 

discourse in emerging digital markets and encourages future mixed-method research to 

empirically assess policy effectiveness and consumer behavior. Ultimately, collaborative 

efforts among regulators, scholars, and industry stakeholders are crucial to realizing a fair, 

efficient, and sustainable digital economy in Indonesia. 
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