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Abstract: Wireless Sensor Networks (WSNs) are increasingly used in applications 

involving environmental monitoring, military applications, and automation in 

industries. Nonetheless, the networks continue to experience challenges in 

providing data integrity and network lifetime in situations of resource constraint 

and security attack. In this study, a new protocol is proposed using BaseStation 

Controlled Dynamic Clustering Protocol (BCDCP) with Identity-Based Aggregate 

Signatures (IBAS). The protocol helps the Base Station (BS) choose the best Cluster 

Heads (CHs) and assign signature aggregation responsibilities to the Deputy 

Cluster Heads (DCHs), hence balancing the consumption of energy and reducing 

the communication overhead. The model has been tested using Network 

Simulator 2 (NS-2) and compared with the typical BCDCP and the Low-Energy 

Adaptive Clustering Hierarchy (LEACH) protocols. From the simulation results, 

the proposed scheme is found to reduce authentication overhead by a factor of 

25%, improve the Packet Delivery Ratio (PDR) by a factor of up to 30%, and 

improve the entire network lifetime by a factor of up to 20%. These results 

illustrate the superiority of the proposed model in the reduction of security and 

improvement in the efficiency of WSNs in terms of energy consumption. 

Keywords: Wireless Sensor Networks (WSNs), Data Integrity, Energy Efficiency, 

Clustering, Authentication 

 

Introduction 

Authentication, Base Station, Data Integrity, Energy Efficiency, Identity-Based 

Signature Wireless Sensor Networks (WSNs) are increasingly becoming fundamental 

infrastructures in many applications such as precision farming, industry automation, 

environmental monitoring, and military applications. WSNs consist of spatially distributed 

sensor nodes that jointly sense data, process it and transmit it to a central Base Station (BS). 

Despite being highly useful in numerous applications, WSNs face long-run disadvantages—

the most notable of them being severe energy constraints, vulnerability to security attacks, 

and challenges in maintaining data integrity for long operation durations. 

Improving data integrity in WSNs normally raises computational and 

communication overhead that is contradictory to the objectives of conserving energy. 

Cluster-based routing protocols such as the Low-Energy Adaptive Clustering Hierarchy 

(LEACH) and the Base-Station Controlled Dynamic Clustering Protocol (BCDCP) have been 

favorites in coping with energy efficiency. LEACH randomly selects Cluster Heads (CHs) 

in an attempt to uniformly distribute the consumption of energy, whereas the BS centrally 
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chooses CHs with the help of residual energy and topological information. However, the 

lack of intrinsic, lightweight, and scalable security mechanisms in BCDCP and other 

approaches is a noticeable shortcoming under adversarial attacks. Recent studies have 

highlighted the potential of integrating Identity-Based Cryptography (IBC) and Identity-

Based Aggregate Signatures (IBAS) to reduce authentication overhead while preserving 

strong security guarantees. In 2024, Abbas and Al-Zubaidi demonstrated that Hash-based 

Message Authentication Code (HMAC)-based cluster formation using spatial data reduced 

communication costs by 18% compared to conventional CH selection. In 2025, Kundu et al. 

applied kernel density estimation for dynamic CH election, achieving over 35% 

improvement in network lifetime relative to LEACH. Similarly, the Self-Healing and 

Energy-Efficient Routing (SHEER) framework introduced by Li et al. achieved a Packet 

Delivery Ratio (PDR) of 98% and significant energy savings through self-healing routing 

and intelligent aggregation. These results underscore the growing interest in protocols that 

combine secure data aggregation with energy-aware clustering. 

Building upon these advancements, this study proposes a comprehensive protocol—

Secure Base-Station Controlled Dynamic Clustering Protocol with Identity-Based Aggregate 

Signatures (S-BCDCP-IBAS)—that integrates base-station controlled clustering, identity-

based aggregate signatures, and Deputy Cluster Head (DCH) load balancing to 

simultaneously address energy efficiency, security, and scalability. The remainder of this 

paper is organized as follows: Section 2 reviews related work; Section 3 details the proposed 

methodology; Section 4 describes the simulation setup and performance metrics; Section 5 

presents and discusses the results; and Section 6 concludes with key findings and future 

research directions. 

 

Related Work 

Energy-efficient and stable clustering protocols for Wireless Sensor Networks 

(WSNs) have been the center of more recent works. The first clustering protocols such as the 

Low-Energy Adaptive Clustering Hierarchy (LEACH) and the Base-Station Controlled 

Dynamic Clustering Protocol (BCDCP) [4] attempted to minimize the consumption of 

energy. LEACH randomly selects Cluster Heads (CHs) in a way that will evenly distribute 

the consumption of energy, whereas BS in BCDCP centrally determines CHs using 

parameters of residual energy and position. These lack a great deal of protection against 

manipulation of the data and external penetration. To enhance security, Identity-Based 

Cryptography (IBC) has been proposed as an alternative to traditional Public Key 

Infrastructure (PKI), eliminating the need for certificate management while enabling 

lightweight authentication. Building upon this, Identity-Based Aggregate Signatures (IBAS) 

allow multiple signatures to be compressed into a single credential, thereby reducing 

communication overhead while maintaining data authenticity. 

 More recent works have coupled secure data aggregation with energy-aware 

clustering. Abbas and Al-Zubaidi showed that through the use of spatial information, 

forming clusters using Hash-based Message Authentication Code (HMAC) decreased 

communication expenses by 18% compared to typical clustering. Kundu et al. presented a 

kernel density estimation approach to CH election, gaining more than a 35% gain in network 
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lifetime compared to LEACH [10]. Li et al. presented the Self-Healing and Energy-Efficient 

Routing (SHEER) framework and accomplished a Packet Delivery Ratio (PDR) of up to 98% 

with increased robustness against node failure. Further, Wang et al. proposed a distributed 

load-balancing clustering algorithm for scalable WSNs with increased throughput and low 

latency at high node densities. Liazid et al. proposed a lightweight cryptographic 

authentication protocol for clustered WSNs that reduced the cryptographic overhead by 

12% without compromising security. These studies indicate the latest works lean more and 

more towards converged solutions with a focus on both performance and security at the 

same time. 

However, most existing protocols focus on either energy optimization or data 

integrity in isolation, leaving a gap for integrated approaches that can scale effectively while 

maintaining robust security. The present study addresses this gap by combining base-

station controlled clustering, IBAS-based authentication, and Deputy Cluster Head (DCH) 

role delegation into a unified framework.  

Methodology 

Here, the architecture, operation flow, and simulation parameters of the proposed 

Secure Base-Station Controlled Dynamic Clustering Protocol with Identity-Based Aggregate 

Signatures (S-BCDCP-IBAS) are depicted. The procedure is divided into six sequential 

phases.  

The operational workflow of the proposed protocol is illustrated in Figure 1 

 
Figure 1. Flow chart of the WSN project implemented in the experiment. 

 

System Overview 

The network consists of a static Base Station (BS) and numerous sensor nodes that are 

evenly distributed in a coverage area of 500 m × 500 m. All the nodes are resource-limited 

but are presumed to facilitate cryptographic operations. The BS is well equipped with 

processing power and is responsible for clustering management, authentication, and route 

optimization. 
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Simulation Environment 

The proposed protocol was implemented and tested in Network Simulator 2 (NS-2) 

version 2.35 running on Ubuntu 22.04 LTS. For data preprocessing and result visualization, 

MATLAB R2023a and Python 3.11 were used. Cryptographic operations were implemented 

using the OpenSSL 3.0.2 library. 

 

Simulation Parameters 

The parameters used in the simulation are summarized in Table 1. 
Table 1. Simulation parameters 

Parameter Value 

Simulation area 500 m × 500 m 

Number of nodes 100, 150, 200 

Initial energy per node 2 Joules 

Communication range 50 m 

Packet size 512 bytes 

Simulation time 500 seconds 

Medium Access Control 

(MAC) protocol 

IEEE 802.15.4 

Routing baseline Base-Station Controlled Dynamic Clustering Protocol (BCDCP), Low-

Energy Adaptive Clustering Hierarchy (LEACH) 

Encryption scheme Additive Homomorphic Encryption (AHE) 

Signature scheme Identity-Based Aggregate Signature (IBAS) 

 

Phase 1: Initialization and Key Generation 

Each node generates an identity-based cryptographic key pair using the BS-issued 

master key. Public keys are derived directly from node identities (ID), eliminating the need 

for certificates. 

 

Phase 2: Cluster Head and Deputy Cluster Head Selection 

The BS selects Cluster Heads (CHs) and Deputy Cluster Heads (DCHs) based on 

residual energy, node degree, and spatial distribution, applying the kernel density 

estimation method proposed in. 

 

Phase 3: Cluster Formation 

Nodes join clusters by responding to CH advertisements with encrypted identity 

information. The CH forwards this to the DCH for aggregation. 

 

Phase 4: Secure Data Collection and Aggregation 

Sensor readings are encrypted using an Additive Homomorphic Encryption (AHE) 

scheme, allowing the DCH to aggregate values without decryption. 

 

Phase 5: Routing and Transmission 

The BS computes optimized multi-hop routes based on link quality and network 

congestion metrics, updating paths dynamically every 50 seconds. 
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Phase 6: Decryption and Verification 

Upon receiving aggregated ciphertext, the BS decrypts the data and verifies its 

authenticity using IBAS. Malicious nodes detected by the misbehavior detection module are 

excluded from future CH/DCH elections. 

Result and Discussion 

Energy Consumption 

To evaluate the efficiency of the proposed Secure Base-Station Controlled Dynamic 

Clustering Protocol with Identity-Based Aggregate Signatures (S-BCDCP-IBAS), 

simulations were conducted using NS-2 version 2.35 on Ubuntu 22.04 LTS, with simulation 

parameters described in Section 3. The baseline protocols for comparison were the Base-

Station Controlled Dynamic Clustering Protocol (BCDCP) and the Low-Energy Adaptive 

Clustering Hierarchy (LEACH). 

The results demonstrate that the proposed S-BCDCP-IBAS consistently consumes 

less energy than the baseline BCDCP (Table 2), with an average reduction of approximately 

17–19% across all configurations. This improvement is attributed to the balanced rotation of 

Cluster Head (CH) and Deputy Cluster Head (DCH) roles, which reduces redundant 

transmissions and optimizes load distribution. 
Table 2. Average energy consumption (Joules) for S-BCDCP-IBAS vs. BCDCP 

Clusters 100 Nodes 

(BCDCP) 

100 Nodes 

(Proposed) 

150 Nodes 

(BCDCP) 

150 Nodes 

(Proposed) 

200 Nodes 

(BCDCP) 

200 Nodes 

(Proposed) 

1 195.450 160.666 220.583 201.877 260.322 242.231 

2 197.889 161.765 221.435 201.777 263.125 244.546 

3 200.763 163.876 222.942 202.744 265.432 248.457 

4 202.994 166.880 220.211 199.547 264.887 247.756 

5 201.321 165.345 223.789 203.568 263.551 246.877 

 

Key Generation and Identity Management 

Each sensor node in the network was assigned a unique identity (ID) and a 

corresponding key pair generated using the identity-based cryptographic scheme described 

in Section 3. This approach eliminates the need for traditional certificate management, 

reducing communication overhead and simplifying the initialization phase (Fig. 2 and Table 

3). 

 
Figure 2. Alternate layout of per node key generation and identity information 
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Table 3. Key generation results for selected sensor nodes 

Node ID Assigned Key Private Key Length (bits) 

59865 657 1024 

92877 875 1024 

97468 364 1024 

48972 978 1024 

87695 376 1024 

47863 057 1024 

58746 597 1024 

79325 248 1024 

60945 679 1024 

49876 136 1024 

85297 193 1024 

 

Node Lifetime 

The lifetime of each node was measured as the total operational time from 

deployment until energy depletion. The results show that nodes operating under the S-

BCDCP-IBAS protocol maintain a longer operational lifetime compared to those under 

BCDCP (Table 4). The improvement ranged from approximately 8% to 20%, depending on 

network size and cluster count. This spatial distribution supports balanced clustering and 

reduced interference Fig. 3. 
Table 4. Average node lifetime (seconds) for S-BCDCP-IBAS vs. BCDCP 

Clusters 100 Nodes 

(BCDCP) 

100 Nodes 

(Proposed) 

150 Nodes 

(BCDCP) 

150 Nodes 

(Proposed) 

200 Nodes 

(BCDCP) 

200 Nodes 

(Proposed) 

1 496.342 581.876 412.259 453.347 421.215 437.457 

2 385.214 421.969 315.872 332.260 435.772 455.642 

3 389.664 423.754 432.187 456.175 407.987 429.136 

4 376.451 411.342 354.128 378.773 392.238 411.794 

5 421.834 456.721 498.622 534.532 462.515 496.327 

 

 
Figure 3. Visualization of mutual distances between nodes in the WSN topology 
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Packet Delivery Ratio (PDR) and Packet Loss 

The Packet Delivery Ratio (PDR) was calculated as the ratio of the number of packets 

successfully received at the destination to the number of packets sent by the sources, as 

shown in Equation (1): 

…..(1) 

where Number of packets received at the destination represents the total packets 

received at the Base Station (BS), and Number of packets sent by sources denotes the total 

packets transmitted from all sensor nodes during the simulation period. 

The results illustrate that the proposed S-BCDCP-IBAS consistently achieves a higher 

PDR than BCDCP, maintaining values above 92% for all tested network sizes (Fig. 4). In 

contrast, BCDCP averages around 86%. Packet loss was computed as the proportion of 

packets sent but not successfully received, remaining below 8% for S-BCDCP-IBAS 

compared to an average of 14% for BCDCP (Fig. 5). These results are consistent across all 

tested node densities, as illustrated in Fig. 6. 

 
Figure 4. Comparison of secure packet transmission between the proposed and original protocols 

versus number of nodes in the WSN 

 

 
Figure 5. Packet drop comparison versus number of nodes in the WSN 
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Figure 6. Plot of the packet delivery ratio vs. No of node in WSN 

 

Throughput and Cryptographic Overhead 

Throughput was measured as the total amount of data successfully received at the 

BS per unit of time. The results show that S-BCDCP-IBAS consistently outperforms BCDCP, 

achieving up to 12% higher throughput for larger network sizes. Although the proposed 

protocol introduces slightly higher cryptographic overhead due to IBAS verification, the 

results remain within acceptable limits (Table 5). 
Table 5. Average cryptographic overhead (milliseconds) per packet 

No. of Nodes BCDCP Proposed 

100 3.245 4.112 

150 3.378 4.215 

200 3.541 4.346 

Discussion 

Energy Consumption 

The proposed S-BCDCP-IBAS achieved a consistent reduction in energy 

consumption ranging from 17% to 19% compared to BCDCP. Similar gains have been 

reported in recent studies that integrate adaptive clustering with optimized load balancing. 

 

Node Lifetime 

The delegation of tasks to DCHs reduces the burden on CHs, delaying energy 

depletion and preventing premature network fragmentation. Comparable strategies have 

been shown to enhance network lifetime by over 15%. 

 

Packet Delivery Ratio (PDR) and Packet Loss 

The proposed protocol maintained a PDR above 92% while keeping packet loss 

below 8%. Similar resilience has been demonstrated in Self-Healing and Energy-Efficient 

Routing (SHEER) protocols, and secure hierarchical routing frameworks have reduced 

packet loss by up to 40%. 
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Throughput 

Throughput improvements of up to 12% were observed, consistent with PSO-based 

clustering methods and optimized energy-based routing for IoT. 

 

Cryptographic Overhead 

While IBAS verification adds slight processing time, the benefits in security and 

reliability outweigh this cost. Lightweight secure aggregation schemes can limit 

cryptographic overhead while maintaining robust security, similar to HMAC-based cluster 

formation. 

Conclusion 

This study introduced the S-BCDCP-IBAS protocol for WSNs, aiming to address 

energy efficiency and data integrity challenges. The protocol reduced energy consumption 

by up to 19%, extended node lifetime by 8–20%, maintained PDR above 92%, reduced packet 

loss below 8%, and improved throughput by up to 12%. These gains are attributed to 

balanced role delegation, secure aggregation using IBC, and adaptive cluster management. 
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