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artificial intelligence-based cyber defense technology capable of autonomous operation,
known as Autonomous Cyber Defense Systems (ACDS). These systems offer high
efficiency and speed of response, but also raise new legal issues related to accountability
for actions resulting from algorithmic decisions. This study aims to analyze the nature of
legal accountability problems in the use of ACDS and examine the limitations of the legal
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Introduction

Cyber threats in the digital era are increasing in both scale and complexity, including
their patterns, techniques, and actors (Ismail, 2025). Cyberattacks are no longer sporadic or
individual, but rather organized, cross-jurisdictional, and often utilize artificial intelligence
to evade conventional detection (Pramudya, 2025). This situation is pushing state
institutions and the private sector to adopt cyber defense systems capable of rapid and
adaptive response. Autonomous Cyber Defense Systems (ACDS) are emerging as a
technological solution designed to automatically detect, analyze, and respond to cyber
threats (Santoso, 2023). The use of these systems marks a significant shift in how humans
manage cybersecurity risks.
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The transformation from entirely human-controlled defense mechanisms to machine-
driven systems raises complex legal issues (Sarjito, 2024). Decision-making, previously
under human discretion, is now shifted to autonomous algorithms (Farid, 2023). This
situation raises fundamental questions about who should bear legal responsibility for the
system's actions. Accountability can no longer be understood linearly, as with traditional
legal subject relations. The relationship between humans, technology, and legal
consequences has become increasingly blurred.

The use of ACDS also carries serious implications regarding the risk of legal losses that
may arise from active defense measures. Automatic blocking, network isolation, or cyber
counter-responses have the potential to impact the systems of other parties not actually
involved in the attack (Jaeni, 2025). Such actions can violate the rights to privacy, freedom
of communication, and even economic interests. Cyber conflict can also escalate if these
autonomous responses are perceived as aggressive. These risks position ACDS as a
technological entity fraught with legal implications.

The current cybersecurity legal framework still relies on the assumption that humans
make all strategic decisions as the primary legal subject. Criminal, civil, and administrative
law norms are still oriented towards human will, error, and negligence (Najwa, 2024). This
type of normative structure is not fully capable of addressing the challenges arising from
algorithmic decisions that operate autonomously and in real time. This regulatory vacuum
creates legal uncertainty for system administrators, technology developers, and affected
parties (Sudira, 2025). This situation demands a reexamination of the fundamental concept
of legal accountability.

Autonomous Cyber Defense Systems can be conceptually understood as cyber defense
systems that utilize artificial intelligence to identify threats and respond without direct
human intervention (Sinaga, 2024). These systems differ fundamentally from conventional
intrusion detection systems or firewalls, which are passive and reactive. ACDS can learn,
adapt, and adjust defense strategies based on detected attack patterns. These characteristics
make ACDS more effective, but also risky from a legal perspective (Shaimerdenova, 2024).
High autonomy increases the potential for actions that are not fully predictable by humans.

The level of autonomy in ACDS demonstrates the varying relationship between
humans and machines in the decision-making process. The human-in-the-loop model still
places humans as the final controller before actions are executed. The human-on-the-loop
scheme allows the system to act autonomously, while humans serve as supervisors
(Mosqueira-Rey, 2023). Full autonomy eliminates direct human involvement in operational
decision-making (Fathoni, 2025). Each level of autonomy carries different legal implications
regarding responsibility and accountability.

Real-time decision-making through algorithms increases legal risks stemming from
misidentified threats (Rustiyana, 2025). The system may produce false positives, blocking
legitimate services or harming third parties. Algorithmic decision-making processes are
often opaque and difficult to explain (Budiyanto, 2025). This complicates the process of
proving and establishing legal accountability. These challenges place ACDS as a complex
and multidimensional object of legal study.

Legal accountability theoretically holds a crucial position in both public and private
law. It serves as a mechanism to ensure that power or authority is exercised legitimately and
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responsibly (Andriana, 2025). In public law, accountability is closely related to the principle
of the rule of law and oversight of government actions. In private law, accountability relates
to responsibility for losses arising from an action (Resmadiktia, 2023). The expanding use of
autonomous technology challenges the conceptual boundaries of accountability.

The distinction between responsibility, liability, and accountability is crucial in
analyzing the legal issues of ACDS. Responsibility refers to the moral or functional
obligation to act appropriately (Anwar, 2023). Liability refers to the legal consequences in
the form of an obligation to bear losses or sanctions. Accountability has a broader
dimension, encompassing the obligation to explain, monitor, and account for an action
(Sadzili, 2026). These three concepts do not always coexist in autonomous systems.

Traditional legal accountability theory is primarily designed to regulate the behavior
of human subjects. Non-human systems, such as algorithms and artificial intelligence, lack
the will or consciousness of humans. The law's reliance on the concepts of fault and intent
becomes problematic when faced with machine decisions (Sadzili, 2026). The relevance of
classical accountability theory needs to be reexamined to ensure fairness. Developing new
approaches is both an academic and practical necessity.

Autonomous technology creates a responsibility gap, separating system actions from
human accountability (Surajiyo, 2023). Algorithmic opacity exacerbates this situation
because the system's internal processes are difficult to understand, even for its developers
(Yang, 2024). Strict liability is a risk-based approach that eliminates the need to prove fault
(Juniarso, 2026). Vicarious liability and product liability are also relevant for ensnaring
certain actors in the technology chain. The application of these doctrines remains limited
because they are designed for conventional legal relationships.

Cybersecurity governance demands a balance between effective protection and
respect for human rights. The principles of good cyber governance emphasize transparency,
accountability, proportionality, and oversight. The state, the private sector, and non-state
actors have complementary roles in the cybersecurity ecosystem (Anwar, 2025). The absence
of a clear accountability framework has the potential to erode public trust in the cyber
defense system. Integrating security and rights protection is a crucial prerequisite for
developing a responsible ACDS.

Method

This research employs normative legal methodologies that integrate conceptual,
legislative, and comparative approaches to systematically investigate the issue of legal
responsibility for the deployment of Autonomous Cyber Defense Systems. This study
employs a legislative approach to examine regulatory frameworks on cybersecurity,
electronic systems, artificial intelligence, and personal data protection at both national and
international levels, aiming to identify the limits of existing regulatory capacity. The
conceptual framework focuses on examining and advancing the ideas of accountability,
legal liability, and legal principles concerning autonomous technology related to the nature
of algorithm-driven cyber defense systems. The comparative method is employed to
analyze legal practices and principles evolving from international soft law and global
doctrine, including principles related to Al governance and cybersecurity, as a basis for
critical reflection regarding national legal reform. Primary, secondary, and tertiary legal
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resources are examined qualitatively using prescriptive legal reasoning to develop a legal
accountability framework that is flexible, multi-faceted, and corresponds with the demands
of contemporary cybersecurity governance.

Result and Discussion
Legal Analysis of the Utilization of Autonomous Cyber Defense Systems

National legal regulations regarding cybersecurity in Indonesia are still scattered
across various sectoral laws and regulations and have not yet formed a coherent regime.
Under Law No. 11 of 2008 on Electronic Information and Transactions, as amended by Law
No. 19 of 2016, providers are legally required to ensure electronic system security. Article
15 of the ITE Law requires every electronic system provider to operate the system reliably,
securely, and responsibly. This norm indicates a legal obligation, but does not specifically
address the use of autonomous cyber defense systems. The regulatory orientation still places
humans as the primary decision-makers.

Government Regulation Number 71 of 2019 concerning the Implementation of
Electronic Systems and Transactions expands the obligations of electronic system providers
regarding risk management and data protection. Article 14 of Government Regulation 71 of
2019 emphasizes the obligation to implement risk management against disruptions and
threats to electronic systems. This provision provides scope for the use of advanced
technology, including artificial intelligence, as a risk mitigation tool. The existence of
Autonomous Cyber Defense Systems can be interpreted as fulfilling this obligation. A
normative vacuum arises in the aspect of accountability for automated system actions that
operate without direct human consent.

The legal standing of electronic system operators and administrators is a central issue
in the analysis of ACDS accountability. Electronic system administrators are normatively
positioned as legal subjects responsible for the entire operation of their systems. Article 1,
number 6 of Government Regulation No. 71 of 2019 defines an administrator as any person,
business entity, or agency that provides and operates an electronic system. This definition
still assumes human control. Decisions made by autonomous systems have not received
clear legal treatment as an extension of the will of the legal subject.

The limitations of national norms are further evident in the absence of specific
regulations regarding artificial intelligence in cybersecurity. Indonesia does not yet have a
specific law on artificial intelligence that governs standards of responsibility, algorithmic
audits, or limits on system autonomy. Existing regulations remain implicit and scattered
across sectoral regulations. This situation complicates law enforcement when losses occur
due to automated cyber defense measures. Legal uncertainty has the potential to harm
victims and create compliance risks for system administrators.

An international legal perspective shows that cybersecurity and artificial intelligence
issues are largely regulated through non-binding principles and norms. International legal
principles emphasize states' obligations to maintain the stability of cyberspace and prevent
transnational harm. The concept of due diligence is often used as the basis for state
responsibility for cyber activities within their jurisdiction. This principle remains general
and does not explicitly address autonomous cyber defense systems. This wide scope for
interpretation leads to variations in application between states.
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The Tallinn Manual on the International Law Applicable to Cyber Operations provides
important guidance on the application of humanitarian law and general international law
to cyber operations. This manual recognizes that cyber actions can have legal consequences
equivalent to conventional actions. Discussion of autonomous systems remains limited and
interpretative. Automated cyber defense measures have not yet been classified as a separate
category within the legal responsibility framework. It reflects the limitations of soft law in
responding to developments in cyber defense technology.

The OECD AI Principles emphasize the value of transparency, accountability, and
human oversight in the use of artificial intelligence. These principles are recommendatory
in nature and do not create binding legal obligations. States and businesses are encouraged
to integrate these principles into national policies. The UN Group of Governmental Experts
on Developments in the Field of Information and Telecommunications in the Context of
International Security also emphasized the importance of responsible state behavior. The
absence of binding international norms regarding autonomous cyber defense creates a
significant regulatory gap.

One of the legal risks of using ACDS stems from misidentification of threats or false
positives. The system can classify legitimate activity as a cyberattack and automatically take
restrictive action. The impact of these actions can include service interruptions, economic
losses, or violations of third parties' legitimate interests. The risk assessment process by
algorithms is often difficult to trace transparently. Proving errors becomes problematic in
law enforcement.

The potential for privacy violations is also a key issue in the use of ACDS. Law Number
27 of 2022 concerning Personal Data Protection affirms the principle of lawful, fair, and
transparent processing of personal data. Automated network traffic monitoring can involve
large-scale processing of personal data. Article 20 of the Personal Data Protection Law
requires data controllers to ensure processing is for legitimate purposes. The tension
between security needs and the protection of individual rights poses a serious challenge in
the implementation of autonomous cyber defense systems.

The digital due process aspect also faces challenges from automated cyber defense
systems. Blocking access or isolating networks can occur without prior objection or
clarification mechanisms. The principle of procedural fairness, the foundation of modern
law, is difficult to apply to instant algorithmic decisions. The lack of effective remedial
mechanisms has the potential to create substantive injustice. This situation demands
strengthening procedural guarantees in cybersecurity governance.

Cross-jurisdictional legal implications arise when ACDS actions impact systems or
infrastructure in other countries. Automated counterattacks can be perceived as a violation
of another country's digital sovereignty. National laws have limited reach regarding events
that cross borders. Jurisdictional conflicts and differing legal standards complicate dispute
resolution. The absence of a clear international framework increases the risk of escalating
cyber disputes.

Regulatory gaps are further highlighted by the lack of clarity regarding the legal
entities responsible for the actions of autonomous systems. Developers, operators, and
system owners are all part of a complex technological chain. The absence of mandatory
algorithmic audits and technical transparency hampers the accountability assessment
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process. The fragmentation of regulations between cyber law, artificial intelligence law, and
liability law deepens normative issues. This position highlights the urgency of
reconstructing a legal accountability framework capable of addressing the challenges of
autonomy-based cyber defense.

Reconstruction of Legal Accountability in Cybersecurity Governance

The principle of accountability in autonomous cyber defense systems rests on the
recognition that algorithmic decisions must remain under the normative control of humans.
Human oversight cannot be understood simply as a symbolic human presence, but rather
as a concrete mechanism for monitoring, evaluating, and correcting system actions. The
presence of human oversight bridges the gap between technological efficiency and demands
for legal accountability. Without meaningful oversight, autonomous system actions have
the potential to lose legal legitimacy. This principle emphasizes that technology should not
exist outside the framework of legal accountability.

Human oversight is also closely related to the distribution of authority and
responsibility within electronic system management organizations. Human oversight must
be designed from the system design stage, not just during the operational phase. System
designs that allow for proportional human intervention reflect legal prudence in the use of
high-risk technology. The absence of intervention mechanisms can be viewed as a form of
structural negligence. Placing humans as the final oversight ensures continuity between
innovation and legal certainty.

The principles of proportionality and necessity serve as the ethical and legal
foundations for autonomous cyber defense. Any automated response to a cyber threat must
be commensurate with the level of risk faced. Excessive action has the potential to cause
harm disproportionate to the protection objective. Assessing response needs presents a
particular challenge for autonomous systems that operate rapidly. This principle requires
the design of algorithms that are sensitive to legal and social impacts.

The need for proportionality also relates to protecting the interests of third parties not
directly involved in a cyber incident. An overly aggressive automated response could
disrupt public services or legitimate economic activity. The principle of necessity requires
the system to choose the minimal but effective action. It aligns with the principle of limiting
power in a state governed by the rule of law. Implementing this principle strengthens the
legitimacy of ACDS use.

Algorithmic explainability and traceability serve as key prerequisites for legal
accountability. Decisions by autonomous systems must be rationally explained, and their
decision-making process traced. Without traceability, the legal process of proof will face
serious obstacles. Technical transparency does not mean disclosing all source code, but
rather providing an auditable decision trail. This principle reconciles cybersecurity needs
with the interests of justice.

Traceability also relates to the obligation to document and record every action of a
cyber defense system. These records serve as a crucial tool in post-incident evaluations. This
mechanism allows for the identification of actors involved in the decision chain. The lack of
documentation can obscure responsibility and harm victims. Strengthening this principle
clarifies the relationship between technology and legal accountability.
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The multi-actor accountability model reflects the complexity of the cyberdefense
technology ecosystem. System developers are responsible for the design and algorithmic
logic used. Operators are responsible for the configuration, oversight, and operational use
of the system. System owners are responsible for usage policies and legal compliance. This
division of roles requires contractual and normative clarity.

The concept of shared responsibility recognizes that harm cannot always be traced to
a single actor. Layered accountability offers a multi-layered approach that aligns the level
of responsibility with each actor's role. This approach avoids oversimplification in
determining fault. Layered accountability also encourages each actor to exercise heightened
standards of care. This structure is more realistic when dealing with complex technological
systems.

The role of the state remains central to the accountability model for autonomous
cyberdefense systems. The state serves as a regulator, setting minimum standards for the
use of high-risk technology. The state also acts as a guarantor, ensuring the protection of the
public interest. Failure by the state to provide an oversight framework can result in a loss of
public trust. The state's responsibility does not diminish even if the system is operated by
the private sector.

Integrating accountability into cybersecurity governance requires mandatory legal
and technical audits. Audits not only verify formal compliance but also assess the system's
impact on legal rights and interests. The audit process serves as a risk prevention tool. The
involvement of independent auditors strengthens the objectivity of assessments. This
mechanism creates room for corrections before serious violations occur.

Operational standards and oversight mechanisms must be clearly formulated and
enforceable. These standards include usage procedures, limitations on automated actions,
and incident reporting mechanisms. Effective oversight requires coordination across
agencies and sectors. The lack of uniform standards has the potential to lead to inconsistent
practices. Consistent oversight is key to sustainable cybersecurity governance.

The link between accountability and human rights protection is inseparable from
cybersecurity governance. Personal data protection, freedom of expression, and the right to
procedural fairness must remain intact in the use of ACDS. Strengthening accountability
serves as an instrument for rights protection. This principle aligns with Law Number 27 of
2022 concerning Personal Data Protection, which emphasizes the responsibility of data
controllers. The integration of human rights values strengthens the legitimacy of the use of
cyber defense technology.

Normative implications for legal formation demonstrate the need for policy direction
that adapts to technological developments. Legal regulations for cybersecurity and artificial
intelligence need to be designed in a complementary manner to avoid overlap.
Harmonization across legal regimes is crucial to ensure certainty and fairness. Developing
countries face the dual challenge of security needs and limited regulatory capacity. The
reconstruction of legal accountability offers a normative foundation for responsibly
addressing the dynamics of global cyber threats.
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Conclusion

The use of Autonomous Cyber Defense Systems presents a structural, not merely
technical, legal accountability problem, as key cybersecurity decisions have shifted from
human control to autonomous algorithmic mechanisms. The central characteristic of this
problem lies in the unclear legal entity responsible for the system's actions, given the
involvement of multiple actors, from developers and operators to system owners.
Conventional legal approaches, which rely on human error, intent, and negligence,
demonstrate significant limitations when faced with autonomous decisions based on
artificial intelligence. Existing legal structures are not fully capable of addressing the
challenges of transparency, decision traceability, and ensuring procedural fairness for
affected parties. This situation underscores the urgency of developing a legal accountability
model that is adaptive, multi-layered, and aligned with the complexity of modern cyber
defense technology.

Normative suggestions target policymakers and lawmakers to develop a legal
structure that clearly governs the deployment of autonomous cyber defense systems,
encompassing guidelines for human oversight, required algorithmic evaluations, and the
distribution of responsibilities among involved parties. Such policies must be designed in
harmony with the legal regimes for personal data protection, cybersecurity, and artificial
intelligence to avoid normative fragmentation. System administrators and law enforcement
officials are encouraged to develop operational guidelines that emphasize caution,
proportionality, and clear accountability mechanisms. Strengthening institutional capacity
is a crucial prerequisite for law enforcement to keep pace with technological dynamics.
Further research is expected to deepen the study of the relationship between algorithmic
accountability, human rights, and global cybersecurity governance as a foundation for
developing equitable cyber law.
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